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Abstract—Modern vehicles are complex cyber physical systems
where communication protocols designed for physically isolated
networks are now employed to connect Internet-enabled devices.
This unforeseen increase in connectivity creates novel attack
surfaces and exposes safety-critical functions of the vehicle to
cyber attacks. As standard security solutions are not applicable
to vehicles due to resource constraints and compatibility issues,
research is proposing tailored approaches to cope with existing
systems and to design next generation vehicles. In this paper we
focus on solutions based on cryptographic protocols to protect in-
vehicle communications and prevent unauthorized manipulation
of the vehicle behaviors. The existing approach is to consider ve-
hicles as monolithic systems and evaluate performance and costs
of the proposed solutions without considering the complex life-
cycle of automotive components and the multifaceted automotive
ecosystem that includes a large number of actors. The main
contribution of this paper is a study of the impact of security
solutions by considering vehicles life-cycle. We model existing
proposals and highlight their impacts on vehicles production and
maintenance operations by taking into consideration interactions
among multiple players, and we give insights on the requirements
of the architectures that are necessary to deploy secure intra-
vehicular protocols.

Index Terms—automotive, security, CAN, integrity, authentic-
ity, life-cycle

I. INTRODUCTION

The increasing adoption of advanced driver assistance sys-

tems and infotainment solutions, often connected to the public

Internet, makes modern vehicles similar to mobile networks of

computing devices. These technologies can pave the way to

novel business models and can increase the vehicles’ safety,

such as the European eCall initiative [1]. However, they

inevitably expose novel attack surfaces that cyber criminals

can exploit to affect the safety of the whole vehicle [2],

especially due to the lack of proper security countermeasures

in the communication protocols that compose the internal

network of a vehicle [3].

All proposals striving to improve the security of vehicle

networks must tackle many non-trivial issues caused by the

severe constraints of communication buses and embedded

computing elements deployed in modern vehicles. The highly

competitive automotive market imposes the adoption of low-

costs solutions, in which computing elements are micro-

controllers (ECUs) with low-end computational capabilities

and the most popular legacy network protocol (the Controller

Area Network protocol, or CAN) is characterized by short

messages and low bandwidths that are incompatible with

standard security solutions commonly applied to the TCP/IP

stack.

Previous works in the literature propose lightweight crypto-

graphic protocols and in-vehicle architectures for guaranteeing

data integrity and authenticity that are effective in preventing

many classes of attacks [4], [5], [6], [7], [8], e.g., by adding

some sort of message authentication mechanisms that allows

well-behaving ECUs to detect and reject illicit messages in-

jected in the CAN bus by an attacker. Another class of defense

solutions follows the approach of intrusion detection rather

than intrusion prevention, and includes algorithms for the de-

tection of malicious messages within the internal networks [9],

[10], [11], [12], [13], [14], [15], [16]. These proposals are

orthogonal to secure cryptographic protocols and can be added

to existing vehicular systems with few modifications on the

pre-existing architecture.

In this paper, we focus on cryptographic protocols for in-

vehicle network security and provide an additional analyses of

existing proposals based on the vehicles life-cycle. Existing

proposals usually evaluate security guarantees, performance

and costs of security protocols deployed in a resource-

constrained system such as the CAN network of a vehicle.

As an example, a typical trade-off involves security solutions

based on asymmetric cryptography, that achieve high security

levels thanks to fine-grained key distribution, but require addi-

tional expensive hardware devices such as Hardware Security

Modules (HSM). However, most proposals consider vehicles

as monolithic systems and do not discuss the issues of properly

deploying and managing all the required cryptographic materi-

als on the vehicle components. Vehicles are complex systems

that involve many actors since early design, production and

assembly phases, where all processes are extremely optimized

to minimize costs.

In this paper, we show that the adoption of a security solu-

tion based on cryptography affects many of these processes,

and that different security solutions might have different im-

pacts on the vehicle life cycle. We argue that analyses that do

not consider the entire life-cycle of automotive vehicles cannot

evaluate the feasibility of the proposed security solutions

in the real world. As an example, a vehicle manufacturer

must consider that adopting secure cryptographic protocols

for communications requires a correct management of the

cryptographic keys, such as installation within the production

lines, secure storage during the vehicles life-cycle, and pos-

sibly sharing this critical information with suppliers, business
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partners and other legitimate third parties. We claim that secure

solutions for vehicular communications are strictly tied to the

entire life-cycle of vehicles. Different solutions might have

different impacts on global costs and, in the worst case, some

of them might prove too costly or unfeasible to deploy in real-

scenarios.

The paper is organized as following: Section II describes

vehicles system and threat models; Section III describes se-

curity proposals for in-vehicle network protocols; Section IV

models the life-cycle and highlights the main requirements of

a scalable security architecture; Section V outlines conclusions

and future work.

II. VEHICLES SYSTEM AND THREAT MODELS

Modern vehicles are complex cyber physical systems that

include many microcontrollers called Electronic Control Units

(ECUs) connected via an intra-vehicular network (for short,

in-vehicle network or vehicle network). ECUs implement all

the control logic of software-driven features, including many

safety-critical functions such as the steering and braking, and

many other less-critical features such as the air conditioning

and the infotainment system. ECUs are physically connected to

the vehicle network, and communicate with each other through

specialized protocols that satisfy all functional requirements,

such as real-time communications and message prioritization,

while guaranteeing the lowest possible production cost. Mul-

tiple networks can coexist within the same vehicle to isolate

different functionalities, but a single network usually serves

multiple purposes to optimize costs. As an example, entry-

level vehicles might be provided with only one network that

connects ECUs involved in safety-critical features and other

ECUs implementing the infotainment system. This design

choice is one of the causes of recent successful cyber attacks to

vehicle networks, where attackers exploit vulnerable connec-

tivity interfaces exposed by the infotainment system to access

safety-critical functions [17].

In this paper we focus on the Controller Area Network
(CAN) protocol for the exchange of messages over a shared

bus in real-time [18], that is the most popular protocol for

vehicle communications. The CAN protocol enables commu-

nications via a message-oriented paradigm among groups of

ECUs by using the CAN ID field. At setup time, each ECU is

associated to one or multiple CAN IDs. To specify a recipient,

an ECU sending data sets the CAN ID field of the message:

since CAN uses a broadcast channel all ECUs receive data, but

only those associated to the CAN ID set in the message accept

it. Similarly to most protocols for cyber physical systems (e.g.,

ModBus for SCADA applications), CAN does not include

any cyber security functionality because its original design

assumed physically isolation of the communication buses and

the absence of external interfaces. As a result, any ECU can

inject arbitrary messages on the CAN bus, and can set any

CAN ID in the output data without the possibility of enforcing

any authorization policy within the network. To protect against

cyber attacks, research is putting effort in extending CAN.

Remote
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Fig. 1: Attack surfaces of a modern vehicle

In the following, we outline how adversaries can attack in-

vehicles networks. Then, in Section III we discuss existing

proposals to extend CAN with additional security guarantees.

Cyber attacks to modern vehicles aim at modifying the

dynamic of the vehicle or a given safety-relevant feature

through the multi-step process described below: (a) gaining a

privileged access to the vehicle network; (b) acquiring infor-

mation about the protocol adopted in the network; (c) injecting

malicious messages in the vehicle network to manipulate the

information processed by a target ECU.

(a) As represented in Figure 1, a modern vehicle offers

internal, edge and remote attack surfaces:

• the internal surface represents any type of direct access

to a segment of the vehicle network via a compromised

ECU or by physically hijacking the twisted pair of the

CAN bus. In this paper we consider a powerful attacker

that managed to gain full control of an ECU connected

to the same CAN bus segment of the target ECU. This

scenario gives the attacker the possibility to access both

volatile and persistent memory, and to execute arbitrary

code on the compromised ECU [7];

• the edge surface represents cabled interfaces originally

exposed within the vehicle, usually for diagnostic reasons,

such as the On-Board Diagnostics (OBD-II) port of

CAN. We assume that the manufacturer assigned limited

privileges to this interface, such as read-only access to

the messages exchanged on the network. Note that if

the manufacturer exposes directly the CAN bus on this

interface, then this attack surface falls back to the internal
case;

• the remote surface represents external interfaces provided

by wireless communication services, such as Bluetooth

or WiFi, possibly connected to the Internet. Breaking

security mechanisms of these interfaces, or of related

exposed applications, might allow attackers to obtain

privileged access to the ECUs that implement them and

escalate to internal access privileges.

(b) A successful targeted attack to the vehicle network

requires detailed knowledge about the syntax and semantic

of messages transmitted over the CAN bus. Although some

aspects of the syntax of vehicle protocols are mandated by

public standards, each manufacturer adopts different choices

to encode message identifiers and signals within the message
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payloads. As an example, although the CAN standard is

public, each vehicle uses different CAN IDs and represent

information by using different encoding techniques (e.g., the

engine revolutions per minute are represented through different

binary representations and scales). This information is kept

confidential among manufactures and suppliers and is not

released in the public domain, thus the attacker has to apply

reverse-engineering techniques to infer these information from

the CAN traffic [19]. If attacks target a specific vehicle model,

the attacker can run this preliminary phase as an offline

operation on an identical vehicle at his disposal. If the at-

tacker targets a wide-range of vehicles, reverse-engineering is

executed by sniffing the traffic within the vehicle network [17].

As an example, fuzzing attacks have been proved effective to

gain useful insights about the vehicle network topology and

to map the connected ECUs [20].

(c) A compromised ECU connected to the CAN network is

able to operate many types of safety-critical attacks. Known

examples include: ECU shutdown [21] and ECU imperson-
ation [16] (also, masquerade attack) to activate the bus-off
state mode, shut down an ECU and mimic its behavior by

sending properly forged payloads to subvert the vehicle func-

tions; denial-of-service or replay that are able to manipulate

the normal behavior of the vehicle dynamic. All of these

attacks can be executed from different ECUs of the vehicle.

However, we note that certain scenarios might require that a

specific ECU processes some fake data injected in the network,

while others only require that any ECU accepts and processes

the forged data. As an example, a typical trade-off is to design

security measures that isolate ECUs of different segments of

the network, such as powertrain, body, infotainment or a group

identified by a CAN ID.

The proposed model is an engineered threat model based

on attacks already analyzed by the literature. In this paper, we

consider an additional variant, that is attacks that are based on

the access on multiple vehicles and on the different security

guarantees that vehicles should guarantee in this scenario. This

is a characteristic that we consider when analyzing security

protocols and architectures for the vehicles life-cycle. When

attacking a vehicle, an adversary might use an extension of

the multi-step approach described above by leveraging the

fact that multiple vehicles are produced through an industrial

serialized methodology. If multiple vehicles share some secret

information used in security protocols, the attacker can extract

information about a target vehicle from another vehicle, such

as one of the same model or producer. Intuitively, this might

ease the reverse-engineering process described in phase (b),

but we observe that it also allows to infer information about

security protocols deployed in the vehicle and potentially of

secret cryptographic keys. As an example, if different vehicles

use the same cryptographic keys, even if they use them to

protect ECUs communications with high granularity, then

the adversary can obtaining these secret keys from a similar

vehicle at his disposal, on which he has internal access, and

use them to compromise the security of the target vehicle, on

which he only has external access. The security guarantee the

we define as inter-vehicle security independence identifies a

security solution where vehicles are protected against these

attacks, that is, an attacker cannot gain any advantage in

accessing secret information stored in a vehicle by attacking

any other vehicle.

We observe that this security guarantee is strictly tied to

security measures that protect devices against physical access,

that is, white box attacks. If we assume that an adversary

can have the same advantage in attacking a vehicle by having

physical access to any other vehicle, than deploying white-box

security defenses such as temper-resistant hardware modules

or white-box cryptography is of paramount importance. How-

ever, if it is possible to distribute independent keys for each

vehicle and to guarantee inter-vehicle security independence,

then car manufacturers might achieve similar levels of security

without white-box defenses. Indeed, attacking a target vehicle

would require the adversary to physically access that very

same vehicle, that is a much weaker security assumption.

III. SECURITY SOLUTIONS FOR INTRA-VEHICULAR

NETWORKS

In this section we analyze existing proposals for the design

of secure vehicle networks and we model the common traits

that we use to identify their impact when considering the

vehicle life-cycle. We identify two main challenges in ex-

tending CAN with security guarantees: the design of a secure

transport protocol to authenticate data (Section III-A) and the

distribution of the required cryptographic material (e.g., shared

keys) to all interested ECUs (Section III-B).

A. Secure transport protocol for CAN

Standard security solutions to guarantee data integrity and

authenticity usually compute and concatenate to the message

a tag generated with a Message Authentication Code (MAC)

protocol. This approach guarantees that any illegitimate mod-

ification on the data (i.e., by someone that does not know

the secret key) can be detected by the recipient. However,

the CAN protocol uses fixed small-size packets and low

bandwidth channels that make it unfeasible to attach a MAC

to each message. The simplest way to deploy efficient and

secure authenticated protocols would be to use intra-vehicular

network protocols that are more flexible than CAN, such

as the the CAN+ extension. These protocols support larger

messages and allow to associate MAC tags to messages in a

more standard fashion [4]. However, car manufacturers are

not prone to adopt them due to the increased costs. We

identify two approaches for extending the CAN protocol with

guarantees of data authenticity. The first approach is to let

each ECU produce additional CAN messages to transmit MAC

tags. This approach offers the best security, however it also

introduces huge network overhead that makes it unfeasible in

most automotive networks. The second approach represents a

trade-off between performance and security. It requires each

ECU to authenticate batch of messages by using a single MAC

tag, to fragment it and to send the fragments within CAN

headers of the messages [5]. The main disadvantage of the
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approach is that a recipient can verify authenticity of data only

once every few messages: since CAN is a real-time protocol

and ECUs process messages as soon as they are received, an

attacker can inject malicious messages without being detected

for a certain time interval. A second disadvantage is that

MAC fragments are transmitted within existing fields of CAN

headers, such as the CRC, possibly affecting existing protocols

design.

Guaranteeing protection against replay and reflective attacks

also requires additional design choices at the application and

architectural levels, as typical for standard communication

protocols. In the context of vehicle networks, proposals exist

based on centralized time-servers [6], distributed counters [7]

and key-derivation approaches [8]. However, we highlight that

these solutions do not impact architectural design choices

because they do not involve the distribution of additional

persistent cryptographic material. Thus, the adoption of any

of these solutions is orthogonal to the analysis proposed in

this paper.

B. Intra-vehicular ECU keys distribution

We consider three types of approaches to distribute key

material to the ECUs: pre-shared ECU keys, in-vehicle key
distribution centers and certificate-based key authentication.

Pre-shared ECU keys. The first approach to deploy secure

protocols is to install symmetric keys in the ECUs persistent

storage, where the same key is deployed within all ECUs that

must communicate. Different key distribution strategies can

be adopted to obtain different trade-offs in terms of storage

overhead and security guarantees. As an example, a master

key could be stored in all ECUs or multiple group keys could

be selectively stored in ECUs depending on their roles within

the vehicle (e.g., their associated CAN IDs).

In-vehicle key distribution centers. The second approach

based on symmetric cryptography requires to install additional

ECUs within the vehicle that act as Key Distribution Centers

(KDCs) [22], [23], [6]. Each KDC knows the secret keys of a

subset of the ECUs and releases the due session keys to enable

pair-wise or group communications. As in standard secure

communication protocols, this approach enables good security

guarantees, low storage overhead and easier management

of persistent keys distribution. In vehicle networks, it has

the disadvantage of introducing additional costs due to the

additional ECUs and some network overhead.

Certificate-based key authentication. The last approach is

to adopt primitives based on asymmetric cryptography, such

as digital signatures and certificates, to deploy solutions that

are similar to the Internet Public Key Infrastructure (PKI)

architecture [24]. Each ECU is configured with a list of trusted

Certification Authorities (CAs) and stores a key pair signed by

one of the trusted CAs. ECUs can communicate with each

other by exchanging symmetric session keys by using key

exchange protocols. An optional variant of this architecture is

to also include a specialized ECU within the vehicle that can

revoke invalid certificates. Despite great advantages in terms

of security and easier management, most ECUs have tight

resource constraints and do not support asymmetric cryptog-

raphy. Thus, deploying these solutions require the addition of

specialized Hardware Security Modules with increased costs.

IV. SECURITY ARCHITECTURES FOR VEHICLES

LIFE-CYCLE

We model the vehicle life-cycle by considering three actors:

• producer: the company that designs and produces the

vehicle;

• OEM: a company that produces vehicle components.

It is responsible for providing maintenance, assistance

and replacement parts during the vehicle life-cycle, that

includes software in case of electronic components;

• owner: a person that buys the vehicle and uses it;

• maintainer: a company or a private that operates mainte-

nance on the vehicle.

We represent the vehicle life-cycle by using a finite-state

machine model, where each state represents a phase in the

life-cycle of the vehicle. Each state is also associated to an

actor, that we call the authoritative actor, that has exclusive

access to the vehicle during the corresponding phase. The

actor can cause a transition to another state of the life-cycle,

possibly passing the authority over the vehicle to another actor.

The model assumes that the actor associated to a state has

physical access to the vehicle. Note that this does not imply

that the actor has full access over the vehicle, as this might

be limited by his knowledge of the vehicle components and

his technical capabilities. As an example, we can assume that

a maintainer can accomplish advanced repair operations, but

we should assume that the owner might only be able to drive

the vehicle.

We describe the details of the model by referring to Figure 2,

that shows the different states of the model and highlights

the authoritative actor for each phase. The first state of the

diagram is the design of the vehicular network, where the

specifications of each ECU that will be deployed in the vehicle

are defined. The authoritative actor of this state is the producer.

The results of the design state are the software specifications

for the ECUs to be deployed in the vehicle, which are the input

of the production phase, where the software to be installed on

the ECUs is coded. The ECUs hardware is bought from an

external hardware producer directly by the OEM, which is the

authoritative actor of this state. The producer can designate

different OEMs to produce part of the vehicle components

or a single OEM to produce all the components. The third

state of the vehicle life-cycle is the assembling, where the

ECUs with the software already installed are delivered by the

OEM and assembled together with the mechanical parts of the

vehicle. The authoritative actor of this step is the producer.

After the assembling state the vehicle is available on the

market, and after it is sold the operational state begins. The

vehicle in this state is considered fully operational and at the

disposal of the owner, which is the authoritative actor of this

step. During the operational phase both ordinary or extra-

ordinary service operations are required, thus the maintainer

gains control over the vehicle and the maintenance state
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is entered. Maintainers are the authoritative actors of this

step and act as intermediaries between the vehicle and the

OEM, requiring special access to the vehicle components, such

as their configuration, and privileged access to parts of the

vehicle if needed. Once the service is completed, the vehicle

returns in the operational state. Multiple transitions between

the operational and maintenance states can occur during the

normal vehicle life-cycle.

Supporting security solutions for vehicle networks requires

the design of an architecture that allow the distribution of

the due cryptographic material by actors involved in the life-

cycle. In particular, the main non-trivial design choices regard

the production and assembling phases implemented by the

OEM and the producer, that must generate and share inter-

dependent secret information with the aim of obtaining the best

security guarantees. Depending on the designed architecture,

maintainers might have to interact in different ways to support

their customers. In this paper we are not interested in the

details of each protocol required within the architecture, such

as information sharing protocols among players or secure

management of cryptographic keys, but we highlight peculiar

traits of the architecture that depend on the adopted security

solutions for intra-vehicle communications. Moreover, we dis-

cuss how these architectures can guarantee the inter-vehicle
security independence as discussed in Section II. In the follow-

ing, we discuss existing security protocols by distinguishing

them in pre-shared ECU keys (Section IV-A), in-vehicle key
distribution centers (Section IV-B) and certificate-based key
authentication (Section IV-C), that represent families of in-

vehicle key distribution strategies as described in Section III.

A. Pre-shared ECU keys

Deploying a security protocol based on pre-shared ECU

keys requires multiple OEMs to share cryptographic keys

with each other and with the producer. This requirement

is mandatory for any level of granularity, such as using a

global master key, group keys or pair-wise keys. However,

some design choice might be influenced by key granularity. If

multiple OEMs produce components that communicate with

each other (e.g., associated to the same CAN IDs), then

the producer is the only player that has a global view of

the system and that can take care of key generation and

distribution. In this case, the producer can decide to choose

either a master, group or pair-wise keys and distribute them

to OEMs accordingly. Otherwise, if an OEM has exclusive

responsibility for a certain group and a group key strategy

is used, then he can autonomously generate and manage the

secret key. However, the main issue in these architectures

is the generation and deployment of different cryptographic

keys for different vehicles due to the reconciliation of the

keys at the assembly phase. To enable inter-vehicle security

independence, OEMs must install different keys on each

component and keep track of the components that share the

same keys. Then, the producer should handle the reconciliation

of all components that share secret keys to assemble them in

the same vehicle. Although this kind of management seems

theoretically feasible, it puts a lot of burden on both the

OEMs and the producer. Moreover, since components are

not interchangeable, it introduces complex issues in case of

failures. As a result, solutions based on pre-shared ECU keys

do not seem a viable design choice to guarantee inter-vehicle

security independence.

B. In-vehicle key distribution centers

Deploying a security protocol based on in-vehicle key

distribution centers require the OEMs and the producer to

share pair-wise cryptographic keys between “normal” ECUs

and the “special” ECU that implements the KDC (also, KDC-

ECU). This class of solutions might be implemented by

using different design strategies. To implement an efficient

and scalable architecture, we propose to let the OEM of

the KDC-ECU monitor the assembly phase. As an example,

the producer could maintain the production and management

of the KDC-ECU in-house. By considering this assumption,

the management of cryptographic keys can be implemented

as following. We consider that the OEM received orders by

the producer for a certain amount of components. The main

objective is that each component stores secure cryptographic

material that allows it to communicate with the KDC. Thus, at

flashing time the OEM generates a random keys (or pseudo-

random, if it uses a key derivation function) and installs them

in the ECU. Then, the OEM sends the ECUs together with

keys to the producer. Before the assembly phase, the KDC-

ECU must contain the keys of all the ECUs that will be

installed in the same vehicle. This operation seems feasible
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because all dependencies are resolved in the assembly phase.

However, this architecture might require additional efforts

to deploy maintenance operations. In case of ECU failures,

substituting an ECU either requires: to obtain a new ECU that

stores the same key of the failed one; to update the KDC

with the key of the new ECU. Either design choice could be

deployed with some effort, although the second option, that

would require an update of the KDC-ECU persistent memory,

seems more convenient. Indeed, requiring OEMs to flash a

single ECU on-demand might be expensive.

C. Certificate-based key authentication

Deploying security protocols based on asymmetric cryp-

tography enables the application of an operation flow that is

similar to that of a standard PKI. We consider the following

design choices. We assume that each OEM generates a certain

number of secret keys and for each one produces a Certificate

Sign Request (CSR). All CSRs are issued to the producer,

that approves them and returns the due certificates. In each

ECU, the OEM installs a secret key, the associated certificate

and the public key of the producer. The software installed

by the ECU will establish connections with ECUs that can

produce certificates signed by the installed producer public

key. This architecture represents an efficient approach to install

the due cryptographic material in the ECUs, and has the great

advantage of not distributing secret keys outside OEMs and

outside a single ECU. However, it does not seem able to guar-

antee inter-vehicle security independence. Implementing this

security guarantee would require the producer to use a different

certificate for each vehicle and to sign the CSRs of the OEMs

accordingly. Then, the producer would have to reconcile ECUS

as described for the pre-shared ECU keys approach, that seems

an unfeasible task. As a result, to obtain inter-vehicle security

independence, the introduction of a centralized point of control

that allows to define authorization policy on a per-vehicle

basis at assembly time is not an optional choice, even when

asymmetric cryptography is used.

V. CONCLUSIONS

In this paper we analyzed solutions for secure commu-

nications applied to intra-vehicular networks and Electronic

Control Units connected to the CAN bus. We proposed a

systematic analysis of typical attacks to modern vehicles and to

the related solutions. In particular, we focused on their effects

on the complete life-cycle of a vehicle, including compo-

nents production, assembling and maintenance operations. Our

analyses show that many solutions that may appear efficient

and secure when deployed on a single vehicle, present severe

disadvantages when deployed at scale. Results of our analyses

show that solutions based on pre-shared symmetric secrets

complicate the management and maintenance of the vehicle.

Moreover, solutions that are not based on a centralized point

of control managed by the car manufacturer, either based on

symmetric or asymmetric cryptography, are not able to offer

the desired security guarantees.
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